smart security component

hardware security

smart security component®

charismathics® provides affordable, easy to use and flexible
identity solutions for the issuance and personalization of
hardware tokens and smart cards.

Our smart security component is an integrated platform

made up of a PKI smart card chip and the charismathics

CSP, PKCS#11 and tokenD interfaces. This unique solution
provides complete independence with maximum flexibility when selecting
your smart card chip platform and operating system for use with identity
management applications. The result is an enabling technology supporting all
major smart card platforms that integrates into all PKI and client application
environments. charismathics makes it possible to utilize smart tokens in new
ways for secure mobile computing and secure data storage.

Never before has it been so easy to integrate a new authentication solution
into an existing infrastructure.

Benefits

smart card chip based technology for true data encryption, secure key
generation and key pair storage

seamless integration with existing PKI environments for smooth hardware
upgrades

support for all standard software applications such as MS Explorer,
Firefox, MS Outlook, Entourage, Mail.app, Safari, etc.

e multiple smart card chip platform support
e quick integration with software and customized file structures
e support of pre-boot environments (Check Point, McAfee, PGP, Secude, Sophos)

Product Integration Support

charismathics supplies a wide range of integrated circuits for PKI environments
to the world market. Experience in security hardware integration as well as
expertise to custom manufacture products meeting your specific requirements

and certifications make our bundle of hardware and software unique. We
offer simple, yet complete packages which maximize your price to value
ratio. With our large buying power and our top level supplier relationships,
charismathics can meet the demands for large quantities with rapid deliveries.

Overview:

e smart card chips for end-
to-end security applications

¢ 3D-independence

e secure key generation
and key pair storage

e plugs into all standard
software applications

e quick integration with
software and customized
file structures

charis



3D-independence on platforms, vendors and applications

The smart security component optionally
comes with our smart security interface®,
the middleware which allows the use of a
smart card security chip with the operating
system of your choice. With smart security
interface it is possible to use more than one
smart card operating system on a single
client at the same time. The middleware
provides a single CSP, PKCS#11 and

tokenD module supporting multiple card
profiles for literally any smart card related
project. Digital certificates are made
available for applications, like Outlook
and Notes, as well as Firefox, Entourage,
Mail.app and Novell. The smart security
interface supports all major operating
systems, including Macintosh, Linux and
Solaris.

A Selection of our PKI Smart Card Platforms
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